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INSTALL RESTCLIENT PLUGIN FOR FIREFOX 
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 AUTHENTICATION STEPS 

1- List supporting API versions (hint: GET http://KEYSTONE_IP:35357/) 
2- Show version details(hint: GET /v2.0) 
3- List extensions (hint: GET /v2.0/extensions) 
4- Authenticate (hint: POST /v2.0/tokens + check appendix) 

Find token in the response and check issue time and expire time and id.  
5- Use token id for following steps (authorization section). 
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AUTHORIZATION STEPS 

1- List users (hint: GET /users) 
2- List tenants (hint: GET /tenants) 
3- List roles (hint: GET /OS-KSADM/roles) 
4- List endpoints  
5- List services  
6- Verify your token !  
7- Add new user 
8- List all users 
9- List mytenant users 
10- Add user to mytenant  (role: _member_)  
11- Login using new user to mytenant 
12- List users again  
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Header information: 
Content-Type: application/json 
X-Auth-Token:{token_id} 
 
Sample body for authentication request: 
{ 
    "auth":{ 
        "passwordCredentials":{ 
            "username":"myadmin", 
            "password":"123" 
        }, 
        "tenantName":"mytenant" 
    }} 
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Keystone Manual: http://api.openstack.org/api-ref-guides/bk-api-ref-identity-v2.pdf 
Worksheet: http://wiki.occc.ir/index.php?title=Keystone:S1 
FAQ: http://ask.occc.ir/index.php?qa=tag&qa_1=identity 
Slides: http://docs.occc.ir/keystone.html 

 


