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Cloud Security World
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• Identity Management (SAML, OAuth, SSO, …)

• Access Management (Models: DAC, MAC, RBAC, UCON, language: XACML)

• End-User Security: Safe surfing facilities, …

• Privacy

• Security Management

• Secure Storage (Encryption algorithms)

• Virtualization Security (Attacks: Communication between VMs or Between VMs and 

host VM Escape, VM monitoring from the host, VM monitoring from another VM, Denial of 

Service, Guest-to-Guest attack, External Modification of a VM, External modification of the 

hypervisor)

Key Challenges
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Emerging Threat Landscape
Based on Technology
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Emerging Technology Areas:

• Cloud Computing

• Mobile Computing

• Cyber Physical Systems

• IoT

• Big Data

• Network Virtualization and Software Defined Networks (SDN / 5G): 

Emerging Threat Landscape
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Top 15 Cyber Threats 2015
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ENISA threat landscape Top 15 Cyber Threats 2015
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2013 and 2014 Trends:
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Service Type Segments

• DevSecOps

• Data Loss Prevention

• Cloud IAM (CASBs, …)

• Cloud Database Security

• Encryption,

• Tokenization,

• Activity monitoring,

• Malware detection 

• Email and Web Security

• Others (including network security, virtualization security 

etc.)

Cloud Security Services
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DevSecOps
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SDL is Mandatory!
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What is DevSecOps ?

 != Devops + Security
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Principles

 1) Customer Focused Mindset

 2) Scale, Scale, Scale

 3) Objective Criteria

 4) Proactive Hunting

 5) Continuous Detection & Response
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1) Customer Focused Mindset

Aligning business and security strategies to ensure just right, just 

enough security that everyone in an organization can support and 

implement.

Security professionals tend to think about how to keep business assets safe,

Business professionals focus on how to take risk to meet customer demands to 

increase revenues
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Achieving security scale:

• Solving problems by reducing the amount of manual processes

• Not easy for security professionals to make security transparent and easier for 
everyone to implement

• Adapt and develop automation that allows for risk decisions to be made via 
self-service that allows for security to be scaled.

Security as Code has the added benefit of being portable, shared, and made 
better over time because its not a document that gets read once, shelved and 

forgotten. Instead, Security as Code has the advantage of being a living part of 
the system that supports business outcomes.

2) Scale, Scale, Scale



31

1101000110000100110011101010100000000111111111101010101110000100100101010001111010001001111010100110011010101001001001101001010000010111111011110111011000011000010010100100101001011110101001000101010010100100110001010010101010101010101001110110

Objective criteria can help business professionals know how, when,

and in what order to improve the security profile of its business 

resources.

Measuring the security of business assets is ideal for producing 

actionable requirements that business partners can use to make quick 

decisions.

3) Objective Criteria
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What can security rating do for us?

• Make smarter security investments, and compare performance against peers 

and competitors.

• Discover the security posture of any third party vendor or business partner

• Get on-demand security intelligence for your firm.

Security Scorecard
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By increasing internal security testing and making it proactive, an 

organization benefits because remediation guidance becomes 

immediately actionable and integrated with business processes.

 Implementing a Red Team function forced to build automation, 

leverage its own information, and identify defects before they become 

attack targets goes a long way towards establishing proactive hunting.

4) Proactive Hunting
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 To complete information discovery and real-time attack detection.

 Security Science:

• Question ‐> Hypotheses ‐> Experiment ‐> Analyze ‐> Repeat

5) Continuous Detection & Response
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Data Loss Prevention

(DLP)
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Data loss prevention software

Designed to detect potential data breaches / data ex-filtration 

transmissions and prevent them by monitoring, detecting and 

blocking sensitive data while:

• In-use (endpoint actions),

• In-motion (network traffic),

• At-rest (data storage).
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Vulnerability Management
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Blue-Green Deployments to Release and Maintain Software Safely

Distinguish between deploying and releasing software

Maintaining two separate production-capable environments, 

nicknamed blue and green for ease of discussion

Only one of these environments is active and receiving production 

traffic at any one time

The non-active environment functions as a final staging environment
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As you prepare a new release of your software you do your final stage 

of testing in the green environment. Once the software is working in 

the green environment, you switch the router so that all incoming 

requests go to the green environment - the blue one is now idle.

Rapid way to rollback

Blue-Green Deployments 



CASBs
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 Critical control point for the secure and compliant use of cloud services 
across multiple cloud providers.

 CASB solutions fill many of the gaps in individual cloud services, and 
allow chief information security officers (CISOs) to do it simultaneously
across a growing set of cloud services, including infrastructure as a 
service (IaaS) and platform as a service (PaaS) providers.

 Address a critical CISO requirement to set policy, monitor behavior and 
manage risk across the entire set of enterprise cloud services being 
consumed.

Cloud access security brokers (CASBs)
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DDoS Mitigation Mechanism
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DDoS Basics
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Websense 7 Stages of Advanced Threats
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Omit opportunities in each step of  Kill Chain

Using Software/Hardware components with optimum configuration in 

different layers

• Defense in Depth

DDoS Mitigation Aspects
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Application Attacks
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Standards and Best Practices

OWASP

ASVS

 ISSAF

OSSTMM

CVE, CWE, CAPEC, …
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Remote Browser:

Browser Attacks
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Browser Attacks

MITB
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Enterprise Security Related

Pain Points
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•I’ve got too many alerts and don’t have the right resources to make sense of them.

•I can’t see what’s happening on my endpoints.

•I have security products from multiple vendors giving me integration heartburn.

•I’m worried about protecting the heart of my network: my and my customers’ data.

•I’d breathe easier if I had help preparing for an attack.

•I can’t rely on gut feel to know what to patch first.

•We spend more time researching threats than taking action on them.

•The sophistication of attacks is outpacing our defenses.

http://www-03.ibm.com/security/

http://www-03.ibm.com/software/products/en/category/cloud-security

http://www-03.ibm.com/security/
http://www-03.ibm.com/software/products/en/category/cloud-security
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